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crt.sh ID 
Summary 
Certificate Transparency 


Revocation 


Report a problem with 
this certificate to the CA 


Certificate Fingerprints 
| ASN.1 | Certificate | Graph | 


crt.sh Certificate Search 


Criteria ID = '1594018576' 
1594018576 
Leaf certificate 
Log entries for this certificate: 
Timestamp Entry # Log Operator Log URL 
2019-06-11 02:13:31 UTC 539353809 Google https://ct.googleapis.com/logs/argon2019 


2019-06-11 02:13:31 UTC 279145448 Let's Encrypt https://oak.ct.letsencrypt.org/2019 


| Hierarchy | pv | 


Hide metadata 
Run cablint 
Run x509lint 


Run zlint 


Download Certificate: PEM 


https://crt.sh/?id=1594018576 


Mechanism Provider Status Revocation Date Last Observed in CRL Last Checked (Error) 
OCSP TheCA Check e n/a ? 
CRL TheCA Unknown (Expired) n/a n/a 
CRLSet/Blocklist Google Not Revoked n/a n/a n/a 
disallowedcert.stl Microsoft Not Revoked n/a n/a n/a 
OneCRL Mozilla Not Revoked n/a n/a n/a 
SHA-256 41CF7D32B606CF286F3A3047BEBC4002899883DD40329F59DA8E5D89977321C0  SHA-1 3ED646B01E3C7BF95997EC5C09E4C09B5D04B154 
Certificate: 

Data: 


Version: 3 (0x2) 
Serial Number: 


03:bd:4f:c8:a8:84:02:08:91:8e:47:74:05:a0:b8:b6:c8:40 
Signature Algorithm: sha256WithRSAEncryption 


Issuer: (CAID:16418) 
commonName = 
organizationName = 
countryName = 
Validity (Expired) 
Not Before: Jun 11 01:13:31 
Not After : Sep 9 01:13:31 
Subject: 
commonName = 
Subject Public Key Info: 


Public Key Algorithm: rsaEncryption 


RSA Public-Key: (2048 bi 

Modulus: 
00:ba:c0:cd:8e:fa:5d 
e8:b2:89:25:18:58:f6 
9a:68:4b:2c:55:df :2f 
09:db:3a:ce:c0:da:54 
ab:64:2e:b7:fb:b0:a4 
fd:2f:85:06:d2:97:85 
d7:ec:78:af:68:1a:be 
95:bd:86:3d:1d:da:8f 
90:cc:98:f9:22:7a:be 
19:c6:17:5e:ce:9c:88 
06:f8:0d:5c:23:da:8f 


06:ea:36:c5:f1:64:f4: 
0a:90:dd:59:98:d3:df: 


8e:ac:7c:c7:2c:99:b6 


fe:93:f4:25:2f :02:f7: 


59:2b:fa:90:f3:02:bc 


25:8c:33:be:f2:b1:3f: 


c8:63 
Exponent: 65537 (0x10001 
X509v3 extensions: 
X509v3 Key Usage: critical 


Let's Encrypt Authority X3 


Let's Encrypt 


US 


2019 GMT 
2019 GMT 


erptest.bbdu. 


t) 


:0e 
:31 
767 
:c8 
:87 
:db 
:a6 
rae 
139 
746 
rec 
c7 
e4 
:80 
4c 
:42 
40 


) 


:7a 
:5f 
:a9 
216 
ide 
:0c 
762 
tba 
:15 
:b8 
STR 
701 
be | 
265 
:7¢ 
211 
13d 


:b2 
:0a 
:95 
768 
:9e 
‘f2 
:de 
:2e 
144: 
:7e 
:e1 
:5c 
:b2 
:b8 
:1a 
:38 
:82 


212 
:e8 
:78 
:ad 


:a4: 
716 
:40 
:8c 
:05: 
:28 
753 
:8d 
:02 
:00 
216 
:d6 
:8a 


199 
726 
133 
67 
796 
:1d 
16c 
:d2 
779 
:4a 
FA 
:90 


Digital Signature, Key Encipherment 


X509v3 Extended Key Usage: 


TLS Web Server Authentication 
X509v3 Basic Constraints: critical 


CA:FALSE 
X509v3 Subject Key Identifie 


ei 


ac 


:28: 
:e2 
:9f: 
796 


57 


.in 


53 


127 


c9 


102 
:43 
:6e 
:ab 
:d7 


ed 


:87 
:37 
765: 
716 
SBT 
:5c 
:79 
:3a 


:f7 
rae 
ted 
78a 
195 
:e7 
:8e 
:76 
:7e 
tab 
:f9 


9c 


TLS Web Client 


:c0: 
:20: 
:2f; 
1:53: 
:6b: 
:a0: 
119: 
:0a: 
:6b: 
UNIS 
:b3: 
:8b: 
:5b: 
98: 
:d8 
:15 
ice: 


cd: 
5c: 


tab: 
19a: 


99: 


Authentication 


30:B6:C7:8A:51:AB:68:5C:8E :37:AE:99:7A:CA:13:B9:F5:DD:49:68 


X509v3 Authority Key Identifier: 


keyid:A8:4A:6A:63:04:7D:DD:BA:E6:D1:39:B7:46:45:65:EF:F3:A8:EC:A1 


Authority Information Access 


OCSP - URI:http://ocsp.int-x3.letsencrypt.org 
CA Issuers - URI:http://cert.int-x3.letsencrypt.org/ 


X509v3 Subject Alternative Name: 


DNS:erptest.bbdu.ac.in 
X509v3 Certificate Policies: 
Policy: 2.23.140.1.2.1 


Policy: 1.3.6.1.4.1.44947.1.1.1 


CPS: http://cps.letsencrypt.org 


CT Precertificate SCTs: 


Signed Certificate Timestamp: 


Version : v1 (0x80) 


Log Name : Cloudflare Nimbus 2019 


Log ID S 74:7E:DA:83 :31:AD:33:10:91:21:9C:CE:25:4F :42:70: 
C2:BF:FD:5EbE:42:20:08:C6:37:35:79:E6:10:7B:CC:56 


Timestamp : Jun 11 02:13:31.156 2019 GMT 


Extensions: none 


14-10-2022, 11:40 
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Signature Algorithm: 
187 
199 
:e4 
:d9 
:8b 
:9f 
:a9 
:e3 
154: 
ida 
33¢ 
706 
ref: 
716 
:49 


99 
57 


cf: 
ef. 
ef: 


89 
60 
9b 
87 
58 


74: 


46 
fa 
72 
f3 


:f6 
tef: 
:a2 
:de 
b5: 
:ba 
:90: 
165: 
:36 
:b@: 
35: 
788: 
:b2 
:f8: 
:31 


dd 
1a 


Signature 


: ecdsa-with-SHA256 


30: 
EF: 
A7 
5A: 
00: 


Signed Certificate 
myI 


:2a 


ce 


af 


264 


ceo 
b2 


19 
1d 
2c 


69 


:72 


54 


88 


Version 


Log Name 


Log 


ID 


Timestamp 
Extensions: 
Signature 


:12 
zal 
192 
:8e 
:2c 
:46 
:c6 
:fa 
215 
769 
134 
:b2 
¿1b 
:05 


taf: 
716 
709: 
rec: 
192: 
778: 
169: 
14a: 
tef: 
ee: 
160: 
:e6: 
187: 
rac: 


3a 


179 


: 63:F2:DB:CD:E8:3B:CC:2C:CF:6B 
A4:8D:61:77:8F :BD:75:A6:38:B1 


46:02:21:00:BC 
3F:B4:08:60:40 
:27 :49 :EC :29:02 
73:3E:77:83:E7 
0A:58:B0:39:68 
Timestamp: 


(0x0) 
: Google Argon 2019 


:A9:B8:2D:E0: 
:2D:81:83:0B: 
:21:00:EE :A5: 
:2D:4B:C6:2C 
:B3:2A 


: Jun 11 02:13:31.141 2019 GMT 


non 


e 


: ecdsa-with-SHA256 


:30 
:8a 
:e0 
164: 
242 
:fe 
:eb 
:e4: 
BE: 
jc 
:60 
:8d 
:d8 
:27 


© Sectigo Limited 2015-2022. All rights reserved. 


30:45:02:21 
BE :B4 :B1 :2E 
B1:FB:DB:02 
45:F6:08:5E 
BC:E9:8C:1E 
sha256WithRSAEncryption 
:d8: 
:2c 
:52 
uus 
:ba 
218: 
"e: 
b8: 
:da 
:f6 
50: 
:98 
88: 
Sots 


:0a 
:26 
:c2 


:eb 
:19 
167 
cc 
3c 
:26 
:4b 
757 
:26 


:d5: 


25: 


:b1 
768 
:30 
95 
:d3 
iff 
725. 


327: 


711 
:31 


:0b: 
ice: 
‘bb: 


52 


c2 


cf 


:f2 
:3e 


c4 


sfe 


6f 
b2 
fd 


:82 
:66 


34 


f1 
3c 


100: A0 
:E7:0F 
:8D:02 
:EF :4A 
:BB:38 


:35 
:8e 
sfa 
:f5 
:9d 
:d7 
765 
:75 
:6b 
:27 
14e 
212 
214 
246 


ife 
213 
765 
29$: 
:09 
114: 
:b6 
201: 
:83 
:e4: 
:f9 
168 
751 
:b4: 


50 


163 
146 
762 
0c 
rae 
33 
7B6 
97 
ted 
3d 
ila 
:9b 
:9e 
ad 


:a0 
:66 
55 
:bd 
:c9 
:e6 
759 
:10 
773 
:eb 
16e: 
:2e: 
729 
758: 


:7d 
EY 


ab 


:29 
:34: 
:16 
:d7 
:6f: 
762 
:8b 


ed 
23 


:db 


21 


:135:70:37:BA: 
:20:D4 :C7:4A 
:20:0E:C6:DA 
:134:6E :88:B6 
17A 


C3 


39 


172 
207: 


3B: 
768: 
:20: 
175: 


142: 


175 


Dc: 
ree: 


be: 


749: 
tte: 


a0: 


:70: 
:d8: 
127: 
:c9: 
158: 
:dc: 


:85 
2A: 
:9D 
T 


CF 


94 


284 


68 


C7: 


B8 


OF 


751 
174 
758 
298 


127 
:54 


19: 
:85 
5A: 
:28 


79 


:5C 
:FD: 
197 
:D1 


SOT 
:4B 


1A: 
:3D: 
:A6 
16A: 


:B6 
54: 
:CD: 
:D1 


:6B 
:D8 


9D: 


AF 


:AC 
7A: 


F5: 
F8: 
53: 
TET: 


133: 
:8D 


69: 
12A: 
:2D: 
C4: 


https-//crt.sh/?id2 1594018576 


14-10-2022, 11:40 


